
ix 

Table of Contents 

Executive Summary ............................................................................................... xv 

Chapter 1 
Introduction ................................................................................................................... 1 

1.1 Purpose and scope ............................................................................................................... 1 
1.2 CS-SGVP approach ............................................................................................................. 1 
1.3 Report organization and use ................................................................................................ 3 

1.3.1 Overview of Chapter 2, “Architectural Concepts” .................................................. 3 
1.3.2 Overview of Chapter 3, “Functional Concepts” ..................................................... 6 

1.3.2.1 Introduction ....................................................................................... 6 
1.3.2.2 Overview and structure ..................................................................... 6 

1.3.3 Overview of Chapter 4, “Technological Concepts” ............................................... 8 

Chapter 2 
Architectural Concepts ............................................................................................... 10 

2.1 Introduction ......................................................................................................................... 10 
2.2 Smart Grid characteristics .................................................................................................. 10 
2.3 Smart Grid architectural concepts ...................................................................................... 11 
2.4 Smart Grid architectural concept visions ............................................................................ 13 

2.4.1 Supply-side concepts .......................................................................................... 14 
2.4.1.1 Architectural Concept 1: Higher penetration of renewable resources

 ........................................................................................................ 14 
2.4.1.2 Architectural Concept 2: Energy storage and balancing ................ 15 
2.4.1.3 Architectural Concept 3: Integrated zones of renewable energy 

grids ................................................................................................ 17 
2.4.1.4 Architectural Concept 4: A Smart Grid of isolated islands .............. 18 
2.4.1.5 Outcomes of supply side concepts ................................................. 19 

2.4.2 Demand-side concepts ....................................................................................... 19 
2.4.2.1 Architectural Concept 5: Utility control—demand response ........... 19 
2.4.2.2 Architectural Concept 6: Aggregated local energy ......................... 21 
2.4.2.3 Architectural Concept 7: Self-owned base energy ......................... 22 
2.4.2.4 Architectural Concept 8: Electric transportation ............................. 23 
2.4.2.5 Outcomes of demand-side concepts .............................................. 26 

2.4.3 Smart Grid system concepts ............................................................................... 26 
2.4.3.1 Architectural Concept 9: System architecture—coherent system 

operations ....................................................................................... 26 
2.4.3.2 Architectural Concept 10: System performance – complex 

autonomous adaptive systems ....................................................... 28 
2.4.3.3 Architectural Concept 11: System and cyber security .................... 31 
2.4.3.4 Outcomes of Smart Grid system concepts ..................................... 32 

2.5 References ......................................................................................................................... 33 

Chapter 3 
Functional Concepts ................................................................................................... 35 

IEEE Smart Grid Research
IEEE Smart Grid Vision for Computing: 2030 and Beyond



 

   
 
x 

3.1 Introduction ......................................................................................................................... 35 
3.2 Overview and structure ....................................................................................................... 35 

3.2.1 Systemic functions (see Section 3.4) .................................................................. 36 
3.2.1.1 Cyber security (see Section 3.4.1) ................................................. 36 
3.2.1.2 Systems engineering (see Section 3.4.2) ....................................... 36 

3.2.2 Enabling functions (see Section 3.5)................................................................... 36 
3.2.2.1 Communications networks (see Section 3.5.1) .............................. 36 
3.2.2.2 Visualization and data management (see Section 3.5.2) ............... 36 
3.2.2.3 Markets and economics (see Section 3.5.3) .................................. 36 

3.2.3 Performance functions (see Section 3.6) ............................................................ 37 
3.2.3.1 Operations, monitoring and control (see Section 3.6.1) ................. 37 
3.2.3.2 Planning, analysis and simulation (see Section 3.6.2) ................... 37 

3.3 Summary of functional concepts ........................................................................................ 37 
3.4 Systemic functions .............................................................................................................. 40 

3.4.1 Cyber security subtopic concepts ....................................................................... 40 
3.4.1.1 Functional Concept 1: Information security .................................... 40 
3.4.1.2 Functional Concept 2: Control security ........................................... 40 
3.4.1.3 Functional Concept 3: Privacy ........................................................ 41 
3.4.1.4 Functional Concept 4: Supply chain cyber resilience in software and 

hardware ......................................................................................... 42 
3.4.1.5 Functional Concept 5: Automated intrusion tolerance .................... 43 

3.4.2 Software systems engineering subtopic concepts .............................................. 43 
3.4.2.1 Functional Concept 6: More dependence on unsupervised 

autonomy ........................................................................................ 43 
3.4.2.2 Functional Concept 7: Social nodes ............................................... 44 
3.4.2.3 Functional Concept 8: Smart Grid autonomous validation ............. 45 

3.5 Enabling functions .............................................................................................................. 46 
3.5.1 Communications networks subtopic concepts .................................................... 46 

3.5.1.1 Functional Concept 9: Proliferation of intelligent devices and nodes
 ........................................................................................................ 46 

3.5.1.2 Functional Concept 10: Secure converged communications ......... 47 
3.5.1.3 Functional Concept 11: Smart Grid hardware and software refresh

 ........................................................................................................ 48 
3.5.2 Visualization and data management subtopic concepts ..................................... 49 

3.5.2.1 Functional Concept 12: State awareness ....................................... 49 
3.5.2.2 Functional Concept 13: System failure awareness, emergency 

response and system restoration ................................................... 50 
3.5.3 Markets and economics subtopic concepts ........................................................ 51 

3.5.3.1 Functional Concept 14: Wholesale electric power market policy, 
operation and design ...................................................................... 51 

3.5.3.2 Functional Concept 15: Emergent dynamic demand side markets 53 
3.6 Performance functions ........................................................................................................ 54 

3.6.1 Operations, monitoring, and control subtopic concepts ...................................... 54 
3.6.1.1 Functional Concept 16: Bulk system transmission dynamic 

operations ....................................................................................... 54 
3.6.1.2 Functional Concept 17: Operations congestion detection .............. 55 
3.6.1.3 Functional Concept 18: Power flow forecasting in distribution 

networks.......................................................................................... 55 
3.6.1.4 Functional Concept 19: Direct load control events ......................... 56 
3.6.1.5 Functional Concept 20: Island-to-island stable power flow control 56 
3.6.1.6 Functional Concept 21: Automated grid load flow coordination ..... 57 
3.6.1.7 Functional Concept 22: Advanced process coordination of industrial 

manufacturing ................................................................................. 58 



 

   
 

xi 

3.6.1.8 Functional Concept 23: Commercial and industrial building 
coordination .................................................................................... 59 

3.6.2 Planning, analysis and simulation subtopic concepts ......................................... 59 
3.6.2.1 Functional Concept 24: Bulk system transmission planning .......... 59 
3.6.2.2 Functional Concept 25: Asset management and maintenance ...... 60 
3.6.2.3 Functional Concept 26: Resilient systems...................................... 61 
3.6.2.4 Functional Concept 27: Advanced command, control, and 

automated functions ....................................................................... 62 
3.7 References ......................................................................................................................... 64 

Chapter 4 
Technological Concepts ............................................................................................. 68 

4.1 Introduction ......................................................................................................................... 68 
4.2 Overview and structure ....................................................................................................... 68 
4.3 Distributed systems architecture ........................................................................................ 68 

4.3.1 Technological Concept 1: Self-integrating systems and standards .................... 69 
4.3.1.1 Background ..................................................................................... 70 
4.3.1.2 Future vision ................................................................................... 70 
4.3.1.3 Computer science keywords .......................................................... 71 

4.3.2 Technological Concept 2: Distributed multiple-agent architecture ...................... 71 
4.3.2.1 Background ..................................................................................... 71 
4.3.2.2 Future vision ................................................................................... 72 
4.3.2.3 Computer science keywords .......................................................... 73 

4.3.3 Technological Concept 3: Virtual computing architecture ................................... 73 
4.3.3.1 Background ..................................................................................... 74 
4.3.3.2 Future vision ................................................................................... 74 
4.3.3.3 Computer science keywords .......................................................... 75 

4.3.4 Technological Concept 4: Messaging-oriented middleware ............................... 75 
4.3.4.1 Background ..................................................................................... 75 
4.3.4.2 Future vision ................................................................................... 76 
4.3.4.3 Computer science keywords .......................................................... 76 

4.4 Computer applications ........................................................................................................ 77 
4.4.1 Technological Concept 5: Market-Inspired (transactive) control ......................... 77 

4.4.1.1 Background ..................................................................................... 77 
4.4.1.2 Future vision ................................................................................... 77 
4.4.1.3 Computer science keywords .......................................................... 78 

4.4.2 Technological Concept 6: Monitoring and control/modeling and simulation tools
............................................................................................................................. 78 

4.4.2.1 Background ..................................................................................... 78 
4.4.2.2 Future vision ................................................................................... 79 
4.4.2.3 Computer science keywords .......................................................... 79 

4.4.3 Technological Concept 7: Signal processing for control, protection and 
performance qualification/performance monitoring ............................................. 80 

4.4.3.1 Background ..................................................................................... 80 
4.4.3.2 Future vision ................................................................................... 80 
4.4.3.3 Computer science keywords .......................................................... 81 

4.4.4 Technological Concept 8: State estimation analysis algorithms ......................... 81 
4.4.4.1 Background ..................................................................................... 81 
4.4.4.2 Future vision ................................................................................... 81 
4.4.4.3 Computer science keywords .......................................................... 82 

4.4.5 Technological Concept 9: Contingency, preventive and corrective control 
analysis ............................................................................................................... 82 

4.4.5.1 Background ..................................................................................... 83 



 

   
 
xii 

4.4.5.2 Future vision ................................................................................... 83 
4.4.5.3 Computer science keywords .......................................................... 84 

4.4.6 Technological Concept 10: Stochastic analysis for system operations, planning, 
forecasting ........................................................................................................... 84 

4.4.6.1 Background ..................................................................................... 84 
4.4.6.2 Future vision ................................................................................... 85 
4.4.6.3 Computer science keywords .......................................................... 85 

4.4.7 Technological Concept 11: Prognostics and asset management ....................... 85 
4.4.7.1 Background ..................................................................................... 86 
4.4.7.2 Future vision ................................................................................... 86 
4.4.7.3 Computer science keywords .......................................................... 86 

4.5 Information science ............................................................................................................ 86 
4.5.1 Technological Concept 12: Visualization ............................................................ 86 

4.5.1.1 Background ..................................................................................... 87 
4.5.1.2 Future vision ................................................................................... 87 
4.5.1.3 Computer science keywords .......................................................... 88 

4.5.2 Technological Concept 13: Artificial Intelligence, data analytics, fast 
mathematics, and high-performance computing ................................................. 89 

4.5.2.1 Background ..................................................................................... 89 
4.5.2.2 Future vision ................................................................................... 89 
4.5.2.3 Computer science keywords .......................................................... 90 

4.5.3 Technological Concept 14: Internet and real-time systems ................................ 90 
4.5.3.1 Background ..................................................................................... 91 
4.5.3.2 Future vision ................................................................................... 91 
4.5.3.3 Computer science keywords .......................................................... 92 

4.5.4 Technological Concept 15: Software verification and validation ......................... 92 
4.5.4.1 Background ..................................................................................... 93 
4.5.4.2 Future vision ................................................................................... 93 
4.5.4.3 Computer science keywords .......................................................... 93 

4.6 Cyber security ..................................................................................................................... 94 
4.6.1 Technological Concept 16: Trusted component validation ................................. 94 

4.6.1.1 Background ..................................................................................... 94 
4.6.1.2 Future vision ................................................................................... 94 
4.6.1.3 Computer science keywords .......................................................... 95 

4.6.2 Technological Concept 17: Portable identity—bidirectional authentication support
............................................................................................................................. 95 

4.6.2.1 Background ..................................................................................... 95 
4.6.2.2 Future vision ................................................................................... 95 
4.6.2.3 Computer science keywords .......................................................... 96 

4.6.3 Technological Concept 18: Hierarchical sense making ...................................... 96 
4.6.3.1 Background ..................................................................................... 96 
4.6.3.2 Future vision ................................................................................... 97 
4.6.3.3 Computer science keywords .......................................................... 98 

4.6.4 Technological Concept 19: Massive parallel pattern detection ........................... 98 
4.6.4.1 Background ..................................................................................... 98 
4.6.4.2 Future vision ................................................................................... 98 
4.6.4.3 Computer science keywords .......................................................... 99 

4.6.5 Technological Concept 20: Patterns for implementing agile self-organizing 
security .............................................................................................................. 100 

4.6.5.1 Background ................................................................................... 100 
4.6.5.2 Future vision ................................................................................. 100 
4.6.5.3 Computer science keywords ........................................................ 101 

4.6.6 Technological Concept 21: Information security technology ............................ 101 
4.6.6.1 Background ................................................................................... 101 



 

   
 

xiii 

4.6.6.2 Future vision ................................................................................. 101 
4.6.6.3 Computer science keywords ........................................................ 102 

4.6.7 Technological Concept 22: Communications security ...................................... 102 
4.6.7.1 Background ................................................................................... 103 
4.6.7.2 Future vision ................................................................................. 104 
4.6.7.3 Computer science keywords ........................................................ 105 

4.7 References ....................................................................................................................... 106 

Annex A 
Mappings between Functional Concepts and Technological Concepts................ 109 

 


